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Dear Valued Member of Optiva 

Dear Valued Member of Optiva, 

 
At Optiva, we are driven to maintain an ethical reputation by empowering our 
employees to follow a path of integrity in every situation, all the time. One way we 
do this is by providing you with a clear and concise direction in regards to ethical 
decision-making: our Code of Conduct and Business Ethics (the “Code”).  

This booklet covers a variety of situations, from the everyday to the extreme, but 
even the most well-written code cannot cover every circumstance. We rely heavily 
on your judgment and desire to always do the right thing and think long term. 
Whenever the right thing to do is unclear, we trust you will seek guidance and 
support from the appropriate resource. 
  
Please be aware that every manager’s door, including my own, is open for you to 
ask questions, seek guidance and report allegations of wrongdoing at Optiva. We 
are enthusiastic about our Code and trust you will be also. 
  
Thank you for taking time to read the Code and for keeping it accessible in case 
you need its guidance. 
  
Sincerely, 
Danielle Royston 

CEO 
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1.0 Introduction 

From its inception, the employees of the Optiva group of companies (“Optiva” or “the Company”) have taken 
pride in conducting our global business in a manner of high ethics with strict adherence to the laws and 
regulations of all the countries in which we do business. 

 

The Code captures the essence of our business approach. We share a collective accountability to continue 
to build the reputation of Optiva by conducting ourselves with integrity and fairness while executing the 
Company’s business. It is incumbent on every team member to consider the impact their actions have on 
the credibility of the entire company. The Code also applies to the members of the Board of Directors of 
Optiva. 

 

In this Code, we affirm our principles, provide our employees with a point of reference and a clear path to 
expose issues of concern, which might impact the reputation of the Company and the positive work 
environment we collectively aspire to create and maintain. 

 

Optiva requires its employees to affirm their knowledge of and adherence to the Code on an annual basis as 
part of their terms of employment. The Company urges all of its employees to review the Code periodically 
to maintain familiarity with their business-conduct obligations. Adherence to the Code is mandatory for all 
Optiva employees and forms a part of your employment contract. Failure to adhere to the Code may be a 
breach of your employment obligations and may result in disciplinary action, including termination of 
employment, depending on the severity of the breach. 
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2.0 Our shared responsibility 
 

2.1 Employee responsibility 
 

It is the responsibility of each employee in every country of operation of Optiva to familiarize themselves with 
the details of the Code. Every employee must be comfortable seeking guidance and understanding how 
to report concerns regarding compliance or potential violations. If you have questions or concerns about 
potential violations or wish to seek guidance about the Code, please contact our Human Resources 
Department. As an employee of Optiva, you have a duty to report any suspected or actual violations of this 
Code and any Optiva policy. 

 

2.2 Board and executive responsibility and accountability 
 

It is the responsibility of the Chief Executive Officer of the Company to ensure adherence to the Code. The 
Chief Executive Officer must create an environment where employees are comfortable raising questions and 
issues without fear of retaliation. The Human Resources Department is responsible for addressing many 
of the issues outlined in the Code. The Human Resources Department will create procedures to help 
employees comply with the ethical business conduct expectations of the Company. 

 
It is the responsibility of the Board of Directors to provide oversight and ensure that it is aware of any significant 
breaches to the Code and the proposed remedial actions. The Board is also responsible for approving 
the Code and any subsequent amendments. 
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3.0 Our people 

Optiva commits to the principle of equal opportunity in employment for all employees. We base our 
employment decisions on company needs, job requirements and individual qualifications without regard for 
characteristics such as age, gender, disability, marital status, color, race or any other status protected by the 
laws or regulations in the countries in which we operate. Optiva does not tolerate discrimination or 
harassment of our employees and adheres to the applicable human rights and/or workplace health and safety 
legislation in all countries in which we operate. 

 

3.1 Discrimination and harassment 
  

Optiva is committed to providing a work environment in which all workers are treated with respect and dignity. 
Workplace harassment (including sexual harassment) and discrimination will not be tolerated from any person 
in the workplace (including clients, suppliers, employees, contractors, supervisors, workers, domestic/intimate 
partners and members of the public, as applicable). 

Workplace harassment means engaging in a course of vexatious comment or conduct against a worker in a 
workplace that is known or ought reasonably to be known to be unwelcome, or workplace sexual harassment. 
Workplace harassment can include behaviour that intimidates, isolates, or discriminates against the targeted 
individual(s). This may include: making remarks, jokes or innuendos that demean, ridicule, intimidate, or offend; 
displaying or circulating offensive pictures or materials in print or electronic form; bullying; humiliating or 
undermining an employee in front of co-workers; repeated offensive or intimidating phone calls, e-mails or 
conversations; or workplace sexual harassment. 

Workplace sexual harassment means: a) engaging in a course of vexatious comment or conduct against a 
worker in a workplace because of sex, sexual orientation, gender identity or gender expression, where the 
course of comment or conduct is known or ought reasonably to be known to be unwelcome, or b) making a 
sexual solicitation or advance where the person making the solicitation or advance is in a position to confer, 
grant or deny a benefit or advancement to the worker and the person knows or ought reasonably to know that 
the solicitation or advance is unwelcome; 

Reasonable action taken by the employer or supervisor relating to the management and direction of workers 
or the workplace (i.e. performance management or discipline) is not workplace harassment, unless standards 
are being applied in a differential manner as between members of a team, or discipline is being imposed for 
discriminatory reasons.  

An incident or a complaint of workplace harassment or discrimination should be reported as soon as possible 
after experiencing or witnessing an incident. This allows the incident to be investigated in a timely manner. 
Report a workplace harassment incident or complaint to your manager or the Human Resources Department. 
If your supervisor or reporting contact is the person engaging in the workplace harassment, contact the Human 
Resources Department. Managers who have been made aware of a complaint of harassment and/or 
discrimination are obligated to notify Human Resources.  
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Management will investigate and deal with all complaints or incidents of workplace harassment and 
discrimination in a fair, respectful, confidential and timely manner. Managers, supervisors and workers are 
expected to adhere to this policy and will be held responsible by the employer for not following it. There will be 
no retaliation or reprisal against any employee who reports an incident, makes a complaint in good faith or 
participates in an investigation. 

Further information on how to report workplace harassment and how complaints will be investigated are detailed 
in the Workplace Harassment and Violence Policy which can be found on Optiva’s intranet site. 

Q: I have a lot of fun working with some people in my group, but others just don’t seem to appreciate my off- 
color sense of humor. Should I be concerned about that? 

A: Yes, because “off-color” jokes are often inappropriate for the workplace. If coworkers seem offended by your 
sense of humor, then you may, in fact, be guilty of harassment. Even if it doesn’t go quite so far, you would be 
well advised not to walk the line between appropriate and inappropriate behavior. 

Q: I reported what I felt was minor discrimination on the part of my supervisor last month and now I’ve been 
transferred to another position with less pay. What can I do? 

A: You can speak up about it. Optiva does not tolerate retaliation, especially in response to a staff member 
speaking up in good faith about something he or she feels is wrong. Talk to any trusted manager, a member of 
the Human Resources Department or call “Alertline”, our toll-free, anonymous, third-party reporting hotline. 

 

3.2 Employee privacy 
Optiva will comply with privacy and data protection legislation as required by the countries in which we do 
business. These laws apply to employee, customer and third-party information. Optiva will only acquire 
personal information as necessary for effective operations. Access to information will be restricted internally 
and only made available on a business needs basis. 

 

3.3 Employment law 
Optiva abides by all employment laws in the countries in which we do business. Employees should direct 
questions or concerns regarding local labour or employment laws to the Human Resources Department. 

 

3.4 Our compensation 
Optiva commits to a merit-based compensation plan rooted in the goal of providing the highest rewards to 
employees who contribute the most to the success of the Company. 
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4.0 Our workplace 

4.1 Health and safety 
Optiva commits to preserving the health and safety of our employees, contractors and others working at our 
facilities globally. Optiva will conform with the applicable laws and regulations relating to workplace 
protection. Details about laws and regulations concerning health and safety at Optiva can be accessed 
through our Human Resources department. 

 
 

4.2 Alcohol and illegal drugs 
 

To ensure a safe and productive work environment, Optiva prohibits the use, sale, manufacture, distribution or 
possession of alcohol, illegal drugs, not-lawfully-prescribed controlled substances, or drug paraphernalia on 
any company premises or client sites.  This prohibition includes company owned vehicles, or personal vehicles 
being used for company business or parked on company property.  Moderate and prudent alcohol consumption 
is permitted on an exceptional basis, during company events where alcohol is served, or at business-related 
meetings/events, which are for the purpose of entertainment or client relationship management.  

 

No employee shall report to work, or be at work, with any impairing substance in the employee’s system, 
including alcohol or any drug. When an employee must take prescription or over-the counter drugs, the 
employee must ask the medical professional or pharmacist if the drug has any side effects which may impair 
the employee’s ability to safely or productively perform the employee’s job duties.  If there is potential 
impairment of the employee’s ability to work safely or productively, the employee must report this information 
to the supervisor.  With input from the employee, Optiva will determine if the employee should work in his 
regular job, be temporarily assigned to another job, or placed off-work. 
 
Any violation of this policy will result in disciplinary action up to and including termination. Optiva employees 
have access to an Employee Assistance Program, which includes information about treatment and support 
programs for individuals suffering from addiction or substance abuse. Details of this program can be found 
through a representative of the Company’s Human Resources Department
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4.3 Violence and threats 
The safety of our employees is of paramount importance to us.  Optiva will not tolerate violence in the 
workplace from any source (i.e. clients, employees, contractors, domestic partners).  

 

“Workplace Violence” means the exercise of physical force by a person against a worker, in a workplace, that 
causes or could cause physical injury to the worker, an attempt to exercise physical force against a worker, 
in a workplace, that could cause physical injury to the worker, and/or a statement or behaviour that it is 
reasonable for a worker to interpret as a threat to exercise physical force against the worker, in a workplace, 
that could cause physical injury to the worker. 

 

Accordingly, employees are prohibited from engaging in acts of violence, making threatening comments and 
engaging in any acts of intimidation towards their co-workers or others. Any employees who engage in such 
conduct will be subject to discipline, up to and including termination. Violence or threats of violence should be 
reported to the Human Resources Department immediately. 

Further information on how to report workplace harassment and how complaints will be investigated are detailed 
in the Workplace Harassment and Violence Policy which can be found on Optiva’s intranet site. 

 
Q: I overheard a co-worker say something that could be construed as threatening. But I know him. I really 
don’t think he’s capable of violence. Should I do anything or just keep quiet? 

 

A: You should report the situation to a Human Resources representative immediately! In almost every reported 
case of tragic workplace violence, it is learned after the event that somebody knew something or had 
suspicions that violence might occur - and yet did nothing. 

 
 

 

4.4 Responsible use of the internet 
Optiva has established an Acceptable Computer Use policy pertaining to company provided Internet access. 
It is the responsibility of all employees to be familiar with and follow the policy. Failure to follow the Acceptable 
Computer Use policy may lead to disciplinary action, up to and including discharge. The Optiva Acceptable 
Computer Use policy can be found on Optiva’s intranet site. 

 

Q: I read an article in the paper this morning that I disagree with, and I’m going to write a letter to the editor 
saying as much. I’d like to email the letter from my company account. May I do so? 

 
A: No, you should not. Please be aware that Optiva has strict policies regarding the use of its email 
system. You must use an external email account to reply to the article.
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5.0 Our business practices 

5.1 Accuracy of accounting records 
Employee, customer, and investor confidence and trust in Optiva is built on the accuracy and integrity of our 
financial records. We share a responsibility to ensure that we record, classify and summarize all 
transactions in accordance with Company policy, IFRS and applicable laws and regulations. 

 
It is a breach of policy to misrepresent our financial performance or otherwise knowingly compromise the 
accuracy of our financial statements by intentionally hiding, disguising or representing in a misleading 
fashion the true nature of any financial or non-financial transactions. Additionally, it is against policy to 
unduly influence, coerce, threaten, manipulate or mislead members of Optiva’s finance team, or internal or 
external auditors regarding customer agreements, financial statements, processes or internal controls. 

 
All employees are responsible for (and encouraged to)) report any cases or suspected cases of financial 
or operational misrepresentation or impropriety promptly. Depending on the nature of the issue the 
employee may report the concerns to any member of the Disclosure & Compliance Committee or the Ethics 
& Compliance Committee. If considered more appropriate, or if the circumstances where the complainant is 
not informed of a timely and satisfactory resolution by the Disclosure & Compliance Committee, the concern 
can be reported to the Head of Human Resources or directly to the Chair of the Audit Committee b y  
e m a i l  t o  a u d i t c h a i r @ o p t i v a . c o m  or by using the third-party, externally-hosted report system 
called “Alertline” described below. The Company will investigate any report promptly and discreetly. No 
employee that makes a complaint in good faith will be subject to any reprisals, discipline, or damage to their 
career.  

 
For more information on our Whistle Blower policy, visit Optiva’s intranet site. 

 
 

 

5.2 Customer relations 
All commitments to our customers, written or verbal, must be consistent with Optiva’s standard legal or 
commercial terms and documented when required by commercial terms or Company policy. Any exceptions 
to Optiva standard agreements and commercial terms are subject to review. 

mailto:auditchair@optiva.com
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On a quarterly basis the Company requires certain managers and executives and other identified employees 
to provide certification to the Company related to their activities and areas of responsibility in support of 
the financial reporting process and other compliance requirements. Those officials must certify that, to the 
best of their knowledge, all documents and information regarding commitments and agreements relating to 
customer orders have been submitted for review and approval. 

 
 

5.3 Conflict of interest 
A “Conflict of Interest” arises when any action or interest of an employee interferes with or makes it difficult 
for the employee to act solely in the best interest of the Company. To avoid a potential Conflict of 
Interest situation, employees must avoid any activity, investment or association that creates an actual 
conflict or even the appearance of a conflict between the employee’s interests and business interests of 
Optiva. 

 
 

Q: May I accept a volunteer position with an organization that gives free financial advice to young people? 
 

A: Yes and, in fact, we encourage such community involvement. Please just make sure that the organization 
understands you are doing so on your own time and not as a representative of Optiva. 

 
Q: We need to hire a contractor for a specific job and, luckily, my brother-in-law is qualified. Can I hire him? 

 

A: Only under three conditions. One, he must undergo the same bidding process as every other Optiva 
contractor. Two, you must disclose the relationship to your supervisor. And three, you must remove yourself 
from the bidding process. If your brother-in-law is still interested, he is more than welcome to bid for the job. 

 
5.3.1 Financial interest in other companies, third parties 
If an employee or someone with whom the employee has a personal relationship has a financial interest in a 
particular company, the employee may not attempt to influence Optiva to do business with that company. 

 

If an employee is in a position to make a decision on behalf of Optiva that relates to another company or 
third party, the employee may not have any direct or indirect financial interest in that other party, unless it is 
publicly traded and the employee owns less than a one percent interest in the company. 

 

Employees should bring any concerns regarding a potential conflict of interest to the attention of the Human 
Resources Department prior to entering into the proposed business relationship. The Human Resources 
Department will review and oversee the terms of the business relationship. Any employee who was unaware 
of, and then discovers they may have, an actual or potential Conflict of Interest must report it immediately to 
the Human Resources Department. 
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5.3.2 Insider trading  
 

“Insider Trading” is the buying and selling of shares using material corporate information that is not yet 
available to the public. Insider Trading is prohibited by law, which imposes severe penalties on employees 
and on the recipients of insider information. Optiva employees, directors, officers, ex-employees, consultants, 
contractors, employee family members must not buy or sell shares or options of Optiva while in possession 
of non-public inside information concerning Optiva. 

 

Insider Trading restrictions also apply to information employees acquire as a result of working at Optiva, which 
pertains to other companies associated with Optiva, including customers, suppliers, and other third parties. 

 

Optiva is a publicly-listed company trading on the Toronto Stock Exchange. All employees must comply with 
Optiva’s Insider Trading Policy that regulates share dealing by Optiva employees, including during trading 
blackout periods, tipping, and related matters. The Optiva Insider Trading Policy can be found on Optiva’s 
intranet site. 

 

Q: Through my job at Optiva, I have become aware of non-public financial information received from one of 
Optiva's customers that indicates the customer is in better financial condition than most people realize. I wish 
to purchase the customer's stock. May I do so? 

 

A: No, you may not. Securities laws in most jurisdictions where Optiva does business provide strict rules 
against such insider trading. You may act on the information only after it becomes public and once it has had 
a chance to disperse throughout the financial community. 

 

Q: I understand why I shouldn't reveal inside information to an outsider, but does this include talking to 
members of my immediate family? What about other Optiva employees who are not aware of the same 
information that I am? 

 
A: In fact, yes, it is illegal to disclose non-public material information to any person - including family members 
and other Optiva employees - who do not have a legitimate business need to know it. 

 
 

5.3.3  Secondary employment and outside activities 
Employees wishing to engage in secondary employment or outside business ventures have a responsibility 
to disclose these activities to Optiva in order to ensure that these activities do not result in a Conflict of 
Interest. The employee must report secondary employment or outside business ventures to the Human 
Resources Department for investigation and review. 

 

Q: I recently started consulting for firms and individuals on a contract basis. I’m even considering opening 
my own firm outside of my employment at Optiva. Do I need to disclose my activities to Optiva even though 
I’m not dealing with our customers? 

 

A: The Code requires employees to disclose any outside employment or employment activities to the Human 
Resources Department. The Human Resources Department will determine if the outside interest is in conflict 
with your employment at Optiva.
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5.3.4  Political activities and contributions 
 

Employees are free to make political contributions and be involved with political parties; however, they must 
avoid giving the appearance that contributions are being made on behalf of Optiva. Employees may not use 
company funds, facilities or assets directly or indirectly to support a political party or candidate. 

 

Q: A customer has asked me to join him at a fundraising dinner for the elected head of his government agency. 
May I attend and expense the ticket cost to Optiva? 

 

A: Optiva may support candidates for political office, but only after careful review and once strict and 
complicated election laws are accounted for. You may attend the fundraiser, but you may not expense the 
ticket. Further, please make it obvious that you are not attending the fundraiser as a representative of Optiva. 

 

5.3.5  Nepotism and Fraternization  
 

The Company is committed to maintaining a work environment free from favouritism and conflicts of interest, 
whether actual or perceived.   

 
Optiva employees may not supervise, hire or influence the performance assessment of relatives working for 
Optiva. 
 

The Company understands the need for privacy in each colleague’s personal life, but romantic and personal 
relationships involving managerial and supervisory employees must be avoided so as to not create an actual 
or perceived business conflict, complaints of preferential treatment, possible claims of sexual harassment, 
and/or employee morale and dissension problems.  

 

The Company recognizes that employees may have personal relationships with one another (e.g., dating, 
cohabitation, marriage, domestic partnership) and, as long as such relationships do not, in the opinion of the 
Company, create actual or perceived conflicts of interest, they should not be problematic.  However, such 
relationships are strictly prohibited where one of the employees involved will: 

 be working directly for the other employee; 

 be directly supervising the other employee and/or have the authority to affect, review and/or approve 
decisions regarding the other employee’s employment; 

 have access to confidential information including payroll and personnel records, or 

 audit, verify, receive, or are entrusted with money handled by the employee with whom they have a 
personal relationship. 

Any relationship that might give rise to one of the above situations must be immediately disclosed to Human 
Resources.  

 

Additionally, in accordance with the Company’s Harassment Policy, supervisors/managers should never use 
their position to influence or require a subordinate to enter into a romantic or sexual relationship.  All 
employees are expected to conduct themselves in a professional manner at all times and avoid creating a 
hostile or uncomfortable environment for others at the Company.   
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5.3.6  Protection of Optiva assets, property, trade secrets and confidential 
information 
 

Optiva employees are responsible for protecting Optiva’s assets, and property (including intellectual property, 
data, and trade secrets) and ensuring they are used for Optiva business purposes only. 

 

Q: I know I’m always supposed to log off my computer whenever I leave it, but most of the time, when I leave 
my desk, it’s only for a minute or two. Do I really have to log out every single time? 
 
A: Yes. It only takes a moment to steal information from a computer. You may only be leaving for a few minutes, 
but during that time, if you do not log out, you expose highly personal and confidential customer information 
to pretty much any person who walks by. 

 

5.3.7 Use of Company property and other Assets 
 

Optiva expects employees to use all reasonable efforts to protect Optiva facilities, equipment and other 
property from destruction, waste, unauthorized use, loss, theft, abuse or misuse. Employees may not use 
Company property for personal use or benefit and may not sell, borrow or share such resources without 
proper authorization.  

 
The Company permits limited personal use of certain Company facilities (computer, photocopier, fax, e-mail, 
telephone, mobile devices) but such use must be reasonable, is subject to audit by the Company at any time 
and must not negatively affect the interests of Optiva. When in doubt, employees should obtain approval from 
their manager.  Employees must be able to account for the whereabouts and security of Company property 
assigned to them at all times.  
 
Except as the law may otherwise provide, employees do not have a right to privacy while working on the 
Company's premises, engaged in Company business off premises, or using any materials, equipment, 
space, or systems provided by or owned by the Company.  The Company reserves the right to monitor an 
employee's work or work product as well as all means of communication, internal or external, including 
telephone, voicemail, intra-Company paper mail, and mail processing through the Company's facilities and 
electronic systems, including the Internet, E-mail and tele-transmissions.  

 
Employees who Bring Their Own Devices to work, must ensure that they do not access Optiva’s confidential 
documents or information on an unsecured wifi network. Further, Optiva’s employees are prohibited from 
conducting business using personal email addresses or communication formats (i.e. what’s app). On 
termination or resignation from employment, employees are obligated to delete any confidential or work-
related files, documents or communications from their personal device after ensuring that such information 
has been properly transferred to Optiva’s network. Optiva reserves the right to inspect any device used for 
both personal and work-related purposes during an investigation, to ensure that Optiva’s proprietary and 
confidential information has not been compromised, or that it has been deleted on termination of 
employment. Optiva also reserves the right to engage in a remote wipe of a device where it has been lost, 
stolen or hacked; Optiva therefore recommends backing up your personal data on a regular basis.  
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Q: Valerie is running in a local election and wants to use her company computer to design her campaign flyer 
and then print the flyers using the company copy machine? As long as Valerie utilizes her lunch hour or after 
hours to do this work is she violating any Optiva policies? 

 

A: According to our Code, Company property must not be used for personal use. Valerie should not use the 
Company computer or copy machine for her campaign flyers or any work related to outside interests or 
activities. Please refer to Optiva’s Acceptable Computer Use Policy on an appropriate use of corporate 
property. 
 
 

 

5.3.8  Use of confidential information 
 

Except during the course of normal job duties, employees shall not, without Optiva prior written consent, at 
any time, directly or indirectly: 

 

 Use any Confidential Information for any purpose; 

 Disclose or otherwise communicate any Confidential Information to any person or entity; 

 Accept or participate in any outside employment, consulting engagement or other business 
opportunity that will result in the disclosure or use of any Confidential Information. 

 

All employees acknowledge and accept that they will have access to Confidential Information, all of which shall 
be made accessible in strict confidence to further the business goals of the Company. Confidential Information 
may be susceptible to immediate competitive application by a competitor of Optiva, and unauthorized 
disclosure of Confidential Information may damage Optiva’s ability to compete. Employees further understand 
that: 

 
 Optiva business is substantially dependent on access to and the continuing secrecy of 

Confidential Information. 

 Confidential Information is novel, unique to Optiva and known only to certain key employees and 
contractors of Optiva. 

 Optiva shall at all times retain ownership and control of all Confidential Information 

 The restrictions contained in this agreement are reasonable and necessary for the protection of 
Optiva’s legitimate business interests. 

 

Employees acknowledge that unauthorized disclosure of Confidential Information may result in discipline 
up to and including termination of employment. 

 
“Confidential Information” should be interpreted broadly. It includes any and all information that has 
competitive value to the Company, for example value text, illustrations, ideas, concepts, inventions, present 
and contemplated developments, applications, images, sketches, research, memos, words, financial data, 
marketing and sales data, business plans, strategies, trade secrets, information related to existing or potential 
clients and all other nonpublic information (in whatever form) relating to or arising from Optiva business. Optiva 
considers all of these to be Confidential Information that employees must actively protect at all times. 
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We expect all employees to handle employee, customer and supplier information, which they gain access 
to during the course of their jobs, with the same diligence and care as they show for Optiva Confidential 
Information. 

 
All Optiva employees must sign the standard Employee Agreement to Protect Confidential Information at the 
outset of their employment (and from time to time if the Company requests it), and agree to be bound by its 
terms as a condition of their contract of employment with Optiva. 

 

Optiva also requires employees to refrain from practices that may inadvertently result in the disclosure 
or publication of Confidential Information. Examples include use of non-secure data storage or 
transmission techniques and careless use of blogs or Internet services and tools. 

 
If you require additional information about our policies concerning Confidential Information, please refer to 
the Employee Agreement to Protect Confidential Information. 

 

 

5.4 Prohibition of improper payments, anti-corruption laws, business 
courtesies, bribery and kickbacks 

 
Optiva expects that employees will use only legitimate practices in commercial operations and in promoting the  
Company on issues before governmental authorities and existing and prospective customers. The use of  
"kickbacks" or "bribes" to induce or reward favorable buying decisions and governmental actions are unacceptable  
and absolutely prohibited. 

 
 

No employee of Optiva or any party acting on the Company's behalf shall, in violation of any applicable law, 
offer or make, directly or indirectly through any other party, any payment of anything of material value (in 
the form of compensation, gift, contribution or otherwise) to: 

 

 Any person or firm employed by or acting for or on behalf of any customer or prospective customer, 
whether private or governmental, for the purpose of inducing or rewarding any favorable action by 
that party. 

 

 Any political party or official of such party, or any candidate for political office, for the purpose of 
inducing or rewarding favorable action (or withholding of action) or the exercise of influence by 
such official, party or candidate in any commercial transaction or in any governmental matter. 

 

In the use of consultants, agents, sales representatives or others, Optiva will employ only reputable, 
qualified individuals or firms under compensation arrangements which are reasonable in relation to the 
services performed, and who have entered into written agreements with Optiva. 
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The Human Resources Department, working with the Legal Department, will establish from time to time 
appropriate criteria and procedures for international transactions with respect to the selection and 
compensation of sales representatives. Consultants, agents or representatives the Company retains in 
relation to the provision of goods or services to any existing or prospective customer, including those 
controlled by government of any country or regulatory body must agree to comply with all laws, regulations 
and Company policies governing employee conduct.  

 
 

The provisions of this section do not apply to ordinary and reasonable business entertainment or gifts not of 
material value that are customary in local business relationships and not in violation of law as applied in that 
environment. In some countries (but not in all countries and particularly not in Canada or the United States), 
it may be acceptable to make such minor gifts to government or private sector officials or executives to 
expedite or secure routine administrative action. Managers are expected to exercise sound discretion and 
control in authorizing such business entertainment and gifts. 
 
When customer organizations, governmental agencies or others have policies to provide guidance with 
respect to acceptance of entertainment, gifts, or other business courtesies by their employees, such policies 
shall be respected. 

 

It is the policy of Optiva to fully comply with all anti-corruption laws in the countries we do business, 
specifically the Canadian Corruption of Foreign Public Officials Act and the US Foreign Corrupt Practices Act. 
Optiva employees may not make any corrupt payment by cash or other items of value directly or indirectly to 
gain improper advantage with a customer. 

 

Regardless of local customs, Optiva does not practice or condone bribery, nor does it condone the receipt of 
cash or gifts in return for favorable treatment of a customer. Violation of this policy may result in discipline up 
to and including discharge. Employees should submit inquiries regarding the appropriateness of gifts from 
other parties to the Human Resources Department for approval before accepting them. 

 

Some of our business acquaintances customarily distribute small gifts, gratuities, amenities or favors of 
reasonable value that are related to commonly recognized events or occasions such as promotions, a new 
job, a wedding, a retirement, a holiday or a birthday directly to a Optiva employee. In the event of such a gift 
or favor, each employee must decide conscientiously whether or not acceptance would give rise to a feeling 
of obligation, or could lead to misinterpretation. 

 

Gifts or benefits that might tend to influence an employee’s performance of his or her duty must not be 
accepted. Such gifts or benefits do not include gifts of nominal value or gifts that serve as general advertising 
for the donor or discounts or special concessions for all employees. 

 

Gifts may also create a conflict of interest, and under certain circumstances, acceptance or solicitation of 
gifts may be a federal crime. Gifts that might tend to influence your performance of duty must not be 
accepted. Such gifts or benefits do not include gifts of nominal value or gifts which serve as general 
advertising for the donor or discounts or special concessions for all Optiva staff. 
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Neither you nor members of your family, may accept a personal gift, benefit, service, form of entertainment  
or anything (“gift”) of more than nominal value ($200 or less) from clients, suppliers, or any other parties  
with whom we have contractual or other business arrangements. 

 
If you receive a gift with a value exceeding $200, or a gift with an unclear status under this section, promptly 
refer the matter to your immediate manager or Human Resources. It will then be determined whether 
the gift shall be retained, returned to the donor, or donated without tax deduction to a charitable 
organization. 

 
Q: A supplier’s representative offered me tickets to a fabulous concert. They are great seats and I can even 
take my kids. I feel a little guilty because I’m afraid this is a violation of our Code of Conduct and Business 
Ethics. But, I don’t want to offend him or give up this once in a lifetime opportunity. Can I accept the tickets? 

 
A: Prior to accepting and attending the event, you should inform your supervisor and/or Human Resources. 
It is against our policy to accept gifts, entertainment and courtesies that exceed nominal value, especially 
if such gifts have any potential at all to affect our objectivity. Great concert tickets may fall into that category 
so be sure to check first. 
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5.5 Answering outside requests for information 
 

As a public company, Optiva has a responsibility for communicating externally with a single voice. Only 
authorized officials should handle requests for Company information. The law requires Optiva to disclose 
certain information about its business fairly and openly to the public. Employees should refer requests 
regarding information about employees or ex-employees to the Human Resources Department. Employees 
should refer investor requests to the Chief Financial Officer. Media and industry analyst requests should 
be referred to the Chief Financial Officer. Optiva also reminds its employees of their obligations under 
Optiva’s Disclosure Policy which can be found on Optiva’s intranet site. 

 

5.6 Environmental laws and practices 
Optiva commits to environmental responsibility relative to Optiva workplaces, customer sites, and the 
environment in general. Optiva employees will seek to comply with laws and regulations regarding 
environmental quality and associated health and safety issues. Each Optiva employee will seek to conduct 
the Company’s business in an environmentally responsible manner and not to engage in any activity that 
knowingly violates environmental laws or regulations or the environmental policies of any customers or other 
third parties applicable to Optiva activity. 

 
 

5.7 Consultants, contractors and other non-employees 
Outside consultants, contractors, non-employees and other third parties the Company engages to consult, 
act on behalf of, or otherwise represent Optiva must also act according to the Code and to the extent permitted 
under the circumstances, the Code shall form part of the terms of engagement of such outside parties. 
The Company will request that they acknowledge their compliance with the Code.   
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5.8 Fair competition 
 

Optiva will not engage in any dishonest activity with competitors. It is unlawful in the United States and 
elsewhere to collaborate with competitors or their representatives for the purpose of establishing or 
maintaining prices at a particular level. It is Optiva policy not to discuss Client pricing with competitors at any 
time. Employees must never reveal information that might affect Client pricing rates to any individual outside 
Optiva’s employ. Within Optiva, such information must be limited to those with a “need to know.” 

 

Remember, at all times, Optiva employees should strive to act with the utmost integrity in all of your dealings. 
To our clients, prospects, competitors and vendors, you are Optiva. 

 
Q: At a trade association meeting, I overheard an informal group of Optiva competitors discussing future 
product pricing. Could I have surreptitiously joined the conversation to gain some excellent competitive 
intelligence? 

 

A: Though it seemed like a good opportunity, it would have been unethical for you to represent yourself 
falsely, even through omission, to gain non-public competitive intelligence. 
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6.0 Raising concerns or reporting violations 
 

6.1 Resolving issues and concerns 
All employees, directors and officers of Optiva have a responsibility to report any concerns or violations of this 
Code of Conduct and Business Ethics to one of the people listed below. Address your questions or 
concerns to: 

 

 Your manager, director or vice-president 

 The Human Resources Department 

 The Optiva confidential Hotline - “Alertline” 
 

No employee will be subject to retaliation by Optiva for voicing concerns regarding violations of the Code if 
done so in good faith. Optiva has a strict policy against retaliation and will not tolerate retaliation against 
employees for reporting violations of the Code. Optiva will investigate reports confidentially to the extent 
possible, subject to Optiva’s responsibilities relative to responding to the matter raised. 

 
In the usual case, your manager is in the best position to address your concerns quickly. However, and 
depending on the circumstances, you are also free to direct any general or specific concern or question to 
any of the other contacts listed above. You may raise reports or questions orally, in writing and by e-mail. 

 
Employees can bring concerns relating to the internal accounting practices and audit matters to the attention 
of the Chair of the Audit Committee of the Optiva Board of Directors by email to auditchair@optiva.com. In 
some circumstances, employees may prefer an anonymous method of expressing concerns relating to more 
serious or sensitive matters or out of fear of retaliation. With this in mind, Optiva has a mechanism for 
confidential reports through an externally-managed reporting system called “Alertline”. This system exists 
specifically to enable anonymous reporting and is available twenty four hours a day, seven days a week. 
Alertline does not use any tracking, recording or call-tracing devices.  Alertline is available via the following 
country-specific contact information: 
 
 
Canada/USA 
 
Hotline Number: 1-888-475-8376 
Online Reporting:  
Canada/USA - https://www.compliance-helpline.com/welcomePageOptiva.jsp 
 
European Union 
 
Hotline Number: 1-704-526-1136 
Online Reporting:  https://optiva-eu.alertline.com/gcs/welcome 
 
 
 

mailto:auditchair@optiva.com
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All Other Countries 
 
Collect/Direct Line: Callers may dial these lines toll-free by contacting an operator and asking to place an 
international collect call. Exact dialing procedures may vary among countries. In countries where the local 
carriers will not connect international collect calls, callers may dial direct to these lines; they will be billed for the 
cost of the calls.  
Online Reporting: https://www.compliance-helpline.com/welcomePageOptiva.jsp 
 

 

Q: I overheard two of my coworkers talking about an unethical situation that could potentially negatively 
affect the company. I’m not completely sure of what I heard so I probably should keep it to myself, right? 

 
A: On the contrary, you should speak with a trusted manager or contact Alertline. Situations that affect the 
company negatively have an impact on all of us. That’s why we have the responsibility to speak up if we have 
any knowledge of misconduct - or even of any behavior that a reasonable person might construe as 
misconduct. 

 
 

6.2 Penalties for violations 
Optiva will take prompt and consistent action against violations of the Code. The Code is a Policy of 
Optiva and forms part of the contract of employment. Any violations are subject to disciplinary action up to and 
including immediate termination. Optiva will investigate every report and take action as appropriate. 

 

Conduct that may result in action, discipline, or termination of employment under the Code includes: 

 

 Retaliation of any sort against an individual within Optiva for expressing or reporting, in good 
faith, a concern under the Code; 

 An action that violates or facilitates the violation of the Code or applicable policies, rules, laws or 
regulations; 

 Inducing, compelling, or requesting others to violate the Code; 

 Failing to report a violation of the Code or willfully ignoring such a violation; 

 Failing or refusing to cooperate in an internal investigation about a possible violation of the Code or 
applicable policies, rules, laws or regulations; and 

 Failing or refusing to demonstrate the appropriate level of leadership, management, or diligence, 
based on your role in the company, that is necessary to advance compliance with the Code or 
applicable policies, rules, laws or regulations. 
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7.0 Questions, concerns, additional information 

 
Employees may bring any questions or concerns to the attention of their manager,  or a Human Resources 
representative. 

 

The Code of Ethics and Business Conduct is not a comprehensive rulebook. The Code will be updated 
periodically with the policies herein subject to change and employees are required to keep informed of current 
company policies.  All employees must review and acknowledge the Code on an annual basis. 

 
Many of the items in the Code summarize more comprehensive policies that are available on the company 
Intranet.  
 
Certain situations require specific advice. Employees should consult with the appropriate member of the 
management team in such cases. 
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Acknowledgement of compliance 

Optiva code of conduct and business ethics 
 

I acknowledge that I have received and read a copy of the Optiva Code of Conduct 
and Business Ethics. 

 
I understand that I am responsible for knowing and complying with the policies set 
out in the Code during my employ with Optiva. 

 

Signature:     

Name:     

Date:     

Witness:    

(Sign and Print Name) 

 
 

Please sign and return completed form to Optiva Human Resources Department 
 


